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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN RE XE SERVICES )
ALIEN TORT LITIGATION )
___________________________________ )

CASE NO.  1:09-cv-615 TSE/IDD
                 1:09-cv-616
                 1:09-cv-617
                 1:09-cv-618
                 1:09-cv-645

Notice of Filing of Redacted Appendix

The Court’s Order of July 28, 2009, at p. 2, directed that, while the State Department would

review the  the appendix supporting the defendants’ Motion to Dismiss for sensitive but unclassified

information, and to provide a redacted version, the defendants were to file that redacted version on

the public record by 5:00 p.m. on September 11, 2009.  The parties have discussed the matter, and

have agreed that it would be administratively simpler for the United States, as the interested party,

to file the redacted document.  Filed herewith is the redacted version of the appendix supporting the

defendants’ Motion to Dismiss. 

Dated: September 11, 2009
RESPECTFULLY SUBMITTED

DANA J. BOENTE

UNITED STATES ATTORNEY

BY /S/
_______________________________
R.  JOSEPH SHER

ASSISTANT UNITED STATES ATTORNEY

OFFICE OF THE UNITED STATES ATTORNEY

JUSTIN W. WILLIAMS UNITED STATES ATTORNEYS

BUILDING

2100 JAMIESON AVE.,
ALEXANDRIA, VA. 22314
TELEPHONE: (703) 299-3747
FAX: (703) 299-3983
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E-MAIL JOE.SHER@USDOJ.GOV

Attorneys for the United States of America

Certificate of Service

I certify that I electronically filed the foregoing with the Clerk of Court using the CM/ECF

system, which will send a notification of such filing (NEF) to the following counsel of record:

Susan L. Burke
sburke@burkeoneil.com

Burke O’Neil LLC
1000 Potomac Street

Washington, DC 20007
Telephone: (202) 445-1409
Facsimile: (202) 232-5513

Counsel for Plaintiffs

Peter H. White (Va. Bar No. 32310)
pwhite@mayerbrown.com

Mayer Brown LLP
1909 K Street, N.W.

Washington, DC 20006-1101
Telephone: (202) 263-3000
Facsimile: (202) 263-3300

Counsel for Defendants
Dated: September 11, 2009 /s/

_______________________________
R.  JOSEPH SHER

ASSISTANT UNITED STATES ATTORNEY

OFFICE OF THE UNITED STATES ATTORNEY

JUSTIN W. WILLIAMS UNITED STATES ATTORNEYS’ BUILDING

2100 JAMIESON AVE.,
ALEXANDRIA, VA. 22314
TELEPHONE: (703) 299-3747
FAX: (703) 299-3983
E-MAIL JOE.SHER@USDOJ.GOV

Attorneys for the United States of America 

mailto:joe.sher@usdoj.gov
mailto:joe.sher@usdoj.gov
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WORLDWIDE PERSONAL PROTECTWE SERVICES (WPPS !1)CONTRACTS LI K' TASKORDERREQUEST

February 8, 2006
RELEASED IN PART

B6, B2
TASKORDERREQUESTNUMBER:2006-0006

1.0 TASKTITLE:,_

Iraq Central Region (Baghdad, Baquba, and Ramadi (Reserved), or as directed by
the HTP program office). Personnel Protective Services (PSS), and Site Security
Services WPPS II "Camp Baghdad".

2.0 CONTRACTING OFFICER'S RESPRESENTATIVE

Mr. Frederic M. Piry
Division Chief
Overseas Protection Operations,

Higl_Threat Protection Division (HTPD)
Bim_auof Diplomatic Security
DS/OPO/HTP

Tel. l ]

3.0 REGIONAL SECURITY OFFICE (RSO) .

American Embassy, Baghdad, Iraq
Senior Regional Security Officer:
Mr. Mark J. Hunter

Tell ] B6

Protection Security Manager

Special Agent,[ j B6
Tel.[ ] B6

4.0 PERIOD OF CONTRACT PERFORMANCE

This Task Order shall include a base period of one year and four 1-year option
periods. The anticipated start date of the base year shall be March 27, 2006.

Base Period: 4/4/06 - 4/3/07

Option 1:4/4/07 -4/3/08
Option 2:4/4/08 - 4/3/09
Option 3:4/4/09 - 4/3/10
Option 4:4/4/I0 - 4/3/11

UNITED STATES DEPARTMENT OF STATE
REVIEW AUTHORITY: CLARKE N ELLIS l
DATE/CASE ID: 10 SEP 2009 S200900019 UNCLASSIFIED App. 141
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5.0 LOCATION OF CONTRACT PERFORMANCE

Due to the unsettled conditions in Iraq, the U.S, Department of State (DOS) was
tasked to provide for the personal protection and safety of U.S. Embassy
personnel and facilities in Iraq. Contractor personal protective services and site
security are required for protective services in Baghdad, Ramadi and Baquba for
(1) U.S. Embassy non-government and government personnel supporting official
U,S. government business, (2) individuals or groups who are directly supporting
development or reconstruction for or in conjunction with the U.S. Agency for
International I)evelopment and (3) personnel under Chief of Mission authority,
upon RSO request.

Note: The Ramadi coverage will be provided by the PSS working in Baghdad, on
an as needed basis. The positions for the coverage in Ramadi are included in the
Baghdad PSS totals.

In addition, the contractor may be required to protect visiting dignitaries and
visiting U.S. Embassy personnel assigned to other at these sites at the direction of
the RSO, CO, HTP or COR. Additional requirements of this Task Order include
(1) h_using, (2) meals, (3) life support, (4) vehicle maintenance services, (5)
faciliiy maintenance support, (6) medical services and an office with 1 medical
officers and 1 physician's assistant, (7) armory services, (8) office space for
management personnel, (9) facility security, (I0) communication, (11) dog team
services, (12) morale and welfare, and (12) WPPSII Camp Baghdad Guard
Services.

Performance, housing, meals and life support at other additional locations in Iraq,
not currently identified in this Task Order, will be determined on a ease-by-case
basis depending on the Govemmentrequirements. The scope and costs for
additional locations not identified in this statement of work will be incorporated in
a modification to the Task Order.

6.0 SERVICE AREA- PROTECTIVE SERVICE DETAILS

During the past ten years, Diplomatic Security (DS) has become increasingly
involved in providing protective services for high-level U.S officials and certain
designated foreign leaders in several areas of the world. As a result of wars,
political unrest, and most recently - terrorist activity, these areas have become
extremely dangerous places in which to live and work. The return of a
democratic government to Haiti in October 1994, the continual turmoil in the
Middle East, and the post-war stabilization efforts by the United States
Government (USG) in Bosnia, Afghanistan, and Iraq are all types of world events
that require priority deployment of contractor protective services teams for
indefinite duration. DS is unable to provide protective services on a long-term
basis from its pool of special agents thus, outside contractual support is required
for emergency protective requirements, and on extremely short notice.

2
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DS has setup and is operating a large protective services operation in Iraq to
provide for the personnel protection and safety of the U.S. Embassy in Baghdad,
Iraq, Regional Embassy Offices and State Embedded Sites, with this Task Order
specifically covering Baghdad, Ramadi, and Baquba. Ramadi and Baquba are
operating from U. S. Embassy Baghdad, as directed by the KSO. DS will operate
contractor protective service details for the protection of U.S. and, if required,
certain foreign government high-level officials in other regional areas of Iraq
.whenever the need arises. This contingent is comprised of experienced, specially

'., .::.-.'-. _ -, --:._tr_iined-contra_torsWorkingunder,the direction of DS Special,Agents from the
-:_- IF_'-:.-,_._x,_b_. _ ;_.._,. ..._.'...- . . . ., .... _ .... ,t_. .... _......... - ,., . . • _-

_ .... ._.-.,-,_ :.,.Reglonal.SecuntyaOffice (RSO) and-under,the.auspices o{:theDepartment of-_'-,"¢", _--,---'7_a..,'._ -.k_..'-,_.-_-- ,. " ._.-'- - "": ....... W"'." :.--%',* -_'7 '_ '_ "_' r ._',_'_,_,=-_-_e_- -:'. - '-71,a_&"
• ::_)7"72 _- % _" ";State-(FAR and DOSAR),'D_ptomatac:S_unty-Standards sucli as Standard

" s_ome d_i..... _erati Pro etJ_ -an_dR gulatii2 _--Tff igate=_:._.. __, ._ on c e§; Rules e n. mit .losses ng
• ,. . _._........ trdiffiixg}p&sonal "emergencies, res!gnations, andt0ui?-endatt(i.'tion, DS requires

trained replacements and additional, @alified personnel seetafityspecialist (PSS)
immediately or on short notice.

The contingent required under this Task Order are provided in Paragraph 7.3
(Staffm,g Positions). Baghdad support contractors shall work under the direction
ofth_'RSO and under the auspices of the Deparlxnent of State's (DoS's)
W0rl_twide Personal Protective Services (WPPS) II contracts.

DS will require trained replacements or current qualified personnel to be available
to ensure all positions required under this Task Order are filled 100 percent of the
time. The total number of billable days per position identified in this task order
shall be 313 days, but personnel shall be available on post, in ease of emergency,
365 days per year. Protective security operations shall be conducted in
accordance with the requirements specified in Section C of the WPPSII base
contract, along with its attachments arid enclosures. This includes any operational
directives issued by the COR or RSO that fall within the contract scope. Any new
work requirements of potential contract changes considered out of.the contract's
scope must be identified to and approved by the Contracting Officer (CO) and
COR prior to performance. Continued technical monitoring and direction within
the contract scope will be issued by the COR as deemed necessary.

Note:

In view of the unsettled conditions in Iraq, the Government reserves the right to
curtail, defer, and/or suspend services under this Task Order when required for
political, security, or other reasons as deemed in its best interest.

The contractor's effort shall be under the daily oversight of the RSO or the RSO's
designee.

3
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6.1 SUB-SERVICE AREA - PROTECTIVE SERVICE DETAILS -
STRUCTURE AND OPERATION

• Specific detail size and complement will be based upon a security assessment of

the area in which protection .isto be provided and as directed by RSO.
• Normally, one protective detail shall be comprised of: One (1) Shift Leader, ten

(10) PSS Detail Members, one (1) PSS/EMT-I, two (2) PSS/DDM, and shall be
supported by EDD, QRF, CAT and air assets as deemed necessary by the RSO.

• Overall in-country management shall be the responsibility of the Project Manager
(PM) and shall be supported by a Deputy PM (DPM).

• One Detail Leader (DL) and Deputy DL (DDL) shall be responsible for the
management and oversight from four (4) to five (5) details and report to in-
country management.

• All teams shall be supported by PSS/Firearms Instructors (OCONUS) (PSS/FI),
Administrative and Logistics Security Specialists (ALSS), Operational Security
Specialists (OSS), lntel Analysts (l.A),PSS/Operations Chief (PSS/OC) and other
support positions as noted in the staffing table.

• All p'_onnel shall work under the direction oftlie RSO Baghdad.
• Qualifications and responsibilities for positions identified in the staffing table

Shall be in accordance with Section C,Appendix B Labor Categories.
• Detail complement and configuration may be adjusted at any time at the

discretion of the appropriate DS Agent in Charge (AIC).
• Details may include,but are not limited to, EDD dog teams, and/or Designated

Defensive Marksman Teams. These personnel requirement are specified as
appropriate in the personnel listing, in Section 7.3.

• Operate PRS details in accordance with DS PRS Standard Operating Procedures
(SOPs). See sample as provided in Appendix I, Section C of the WPPSII base
contract. The SOP shall be submitted to HTPD for review and approval.

• Protective services specialists and all other support personnel, with exception of
the medical officer and physicians assistant, shall not exceed 12-hour workdays,
unless directed by the Government and in case of emergency.

• Provide protective services specialist(s) as needed for residence watch while
principal is off-duty and resting in quarters.

• As schedule permits, the Contractor shall schedule detail members to ensure each
member has one day off after not more than six (6) consecutive workdays.

• Detail coverage shall include the principal's official travels to all parts oflraq, as
authorized by the RSO.

• Most frequently, travel will be by automobile. Such moves require strict
adherence to established RSO SOPs and security measures, as directed by the
RSO.

• Occasionally, waterborne or airborne travel may be required in the performance
of protective duties.

• Additionally, adequate coverage shall be provided for all of the principal's
walking movements.

4
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:. 6.2 KEY PERSONNEL

The following labor categories are considered key personnel under this Task
Order:

Project Manager (Overall)
Deputy Project Manager (OPS)
Deputy Project Manager (Facilities)
Deputy Proj_t Manager (Support)

Detail Leaders for Protective Details, as specified in Paragraph 2.2 of Appendix B
in the base contract

Detail Leader/Guard Force Commander, as specified in Paragraph 7.1 of
Appendix B in the base contract

Aviation Project Manager
Medical Officer

Any changes regarding key personnel shall be reported and approved by the HTP
DiviSion.

6.3 STAFFING POSITIONS

• Contractor shall provide protective security and support personnel that meet the
requirements specified herein and in thebase WPPSII contract.

• Contractor shall provide a protective detail, detail support, and a non-traditional
guard force for WPPS II Camp Baghdad

C'LIN Position Nationality Number of 100% Clearance
Personnel Staffing Requirement

requirera...e__nts .

Baghdad Managem_at. ' ' -

iO06-AA Project Manager (Overali)...... I.U.S _ ,.1. ,,,!..... TS ,,
1006-AB Deputy Project Manager US I I TS

(OPS) ...
Chief of Mission PRS
Positions

100¢5'-BA Detail Leader (Declicated US 1 1 Secret
to COM Detail)

1006-BB Deputy Detail Leader _us 1 1 Secret
(Dedicated to COM
Detail) ....

1006-BC" Shift Leader/Team Leader US 4 4 Secret
(Dedicated to COM
Detail) .....

UNCLASSIFIED App. 145



UNCLASSIFIED

W'PPSII Task Order 6 Baghdad Feb-6.doc Page 9 4/20/2007

• Contractor shall provide administrative support and support for the operation and
maintenance (O&M) of WPPS II "Camp Baghdad".

Examples of current Camp. Nationality Clearance
Baghdad Support/Maintenance Requirement

Personnel

Interpreter-s" ....... TCN/LN - MRPT
Warehouse Clerk TCN/US MRPT

Bus_ess M_.agement Specialist TCN_S MRPT
Morale Welfare Recreation Clerk TCN/US MRPT

!E.xpeditors . ........... TCN/LN MRP'F"
Generator Mechanics TCN/US MRPT
Electricians TCN/US MRPT
Maintenanc_ Personnel ...... TCN/LN" MRPT ....

Laund.ry Service Personnel TCN/LN ....MRPT
Communication Network TCNFLIS MRPT

.personnel
Difinins Faci.lity Personnel US/TCN/LN MRPT ....
Plumber TCN/US MRPT
Generator Technician TCN/US MRPT
Air Conditioning'Technician ....... TCN/US MRPT
.Ground Keepers TCN/LN MRPT

6.4 PERFORMANCE OBJECTIVE

The Contractor shall comply with PerformanceObjective 4.2.1 in Section C 4,2,1
of the base contract:

During each six-month Contractor performance assessment, the COR will take
into account any extenuating circumstances that might have precluded the
Contractor from meeting the target.

6.5 RECRUITMENT, SCREENING, SELECTION OF PERSONNEL
PROTECTIVE SERVICE

AND PPS SUPPORT SERVICES APPLICANTS

The Contractor shall comply with recruitment, screening, selection ofpersormel
protective services and PRS support services applicants in accordance with Base
Contract Section C. 4.3.1

9
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6.6 TRAINING

The Contractor shall ensure that only personnel satisfactorily trained in
accordance with Department of State standards are used in the performance of
work as specified in Section C, Appendix G of the Base Contract and in
accordance with Base Contract Section C. 4.3.2

. :- - This includes the completion of traitiingbeford entering into work and...- ,
:2 "r_'_"-;,_:£._%,<;_.maintainin_that_evel.of trmmhgthfougl_out the,performanceofw.ork und_ the

_--_r :- 6.7_- _ RECRUIT, SCREEN,TRAIN, DEPLOY LOGAL -- :: " ._,.• .
'-:-.'9 -' -- NATION/T-HIRDCOUNTRY NATIONALS " : . _"

TheContractorshallcomplywithSectionC.4.3..2.2,Recruit,Screen,Train,and
DeployThirdCountryNationalsfortheNon-TraditionalGuardForceoftheBase
Contract.TheThirdCountryNationalityshallbeapprovedbytheCOP,.The
ContractorshallconsiderHuman IntelligenceRestrictions,hostgovernment

autho_zation,andanypoliticalpositionsthatmay restrictThirdCountryNational
empl_yment.

Contractorpersonnelunderthistaskorderwho areterminatedorresignfrom
employmentshallimmediatelysurrenderallissueddocumentationsponsoredby
theDepartmentofStateforperformanceunderthistaskorder(i.e.country
clearance,embassyIDcards,etc.).Thesedocumentsshallbereturnedvia
securedmailtoHTP Divisionat1801N.LynnSt,Rosslyn,VA 22209.The
employeeshallbereturnedtoCONUS within72hoursatnoadditionalexpenseto
theU.S.government.

6.8 IN-COUNTRY/COUNTRY OF ORIGIN TRAINERS

The ContractorshallcomplywithSectionC.4.3.2.3,In-Country/Countryof
Origin Trainers of the Base Contract.

6.9 ROTATION, REASSIGNMENT, AND REPLACEMENT
" The Contractor shall comply with rotation, reassignment and replacement of

personnel in accordance with Base Contract Section C. 4.3.3.3.

6.10 PRS INTELLIGENCE SUPPORT
The Contractor shall comply with Section C.4.3.4, PRS Intelligence Support, of
the Base Contract.

6.11 MEDICAL SUPPORT SERVICES
The Contractor shall provide medical support services for its contractor personnel,
which shall include:

10
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1.11 Rationale for the Need

With the requirements of supplemental support to the RSO consisting of four (4) ALSS and the
additional 200 personnel Blackwater proposed four (4) additional personnel to support the
administrative and logistical elements. Black-water provides a comprehensive indoctrination for
all new PSS Professionals arriving in Baghdad. Please reference attachment D to review

Blackwater's lraq Indoctrination Program Continuity Handbook. The handbook consists of
Blackwater in country indoctrination, in processing cheek list and applications and Btaekwater's

WPPS II out-processing checklist. Smooth administrative processing comes from thoughtful
planning and dedicated execution. Black'water's a_ention to detail in this area has gained
Blaekwater a reputation_for on time data delivery and industry leader in personnel tracking.

1.12 Include Cost in Price

The fees associated with these personnel have been included in Black'water's proposed price

proposal.

2.0 Operations Plan

Blackwater has been providing services to the Department of State in accordance with the
Diplomatic Minion in Iraq since June of 2004. Since inception of the first Blaekwater WPPS
Teams it was _lear that the mission of the Department of State is one that frequently has to

( change quickly depending on the local situation. Blackwater's Operational plan is uniquelytailored to address the ongoing need to remain flexible and adapt to different and changing
scenarios.

The LPMO, Director Of DS Programs and Blackwater's Senior Leadership have structured

operations that allow the in-country management to adapt to the immediate needs of the
Department of State and the Regional Security Office in Baghdad, Iraq while maintaining
oversight to ensure the principles established by the Department of State Bureau of Diplomatic
Security Office of High Threat Protection areadhemd to.

Similar to DoD Operations (OP) Plans, these pro-defined actions, roles, milestones, etc. will be
reviewed for TO-specific requirements and modified accordingly. The OP Plans address all
elements considered by the Task Order Management Plan (TOMP) and will help the Blackwater
WPPS II Team collaborate on the quick-turn around TO proposals. This standard OP Plan was

adapted for Task Order 2006-0006 in support of the Baghdad, Iraq Task Order. The specifics of
the TO 2006-0006 OP Plan were adjusted and then used to develop the technical and pricing

proposals.

2.1 Analysis of Current Operations with the Incumbent to Address;

Blackwater maintains the largest contingent of PSS Professionals in Iraq for the WPPS Program.
Current operations are supported entirely by a dedicated cadre of professionals based in Moyoek,
North Carolina. The staff dedicated to the Department of State WPPS Program has received
accolades from the DSHTOPS for their efficiency regarding recruiting, training and processing

' of candidates, as well as the continued support of.PSS Professionals while on leave or injured in
the line of duty.

Blaekwater USA
Useordisclosureof thisdata is restrictedtouse byDoSand/ordesignatedevaluators
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(
Tb_¢need for Medium Lift Ai/- Support has been addressed in the past by Blackwater. It is clear

that the Department of State requires an independent source of transportation to compliment the
" current transportation available through the U.S. Military in Iraq. Black-water has already

delmonstrated the ability to provide air support to the Department of State in the form of four (4)
MI) 530 Helicopters ("Little Birds"). These Helicopters come with maintenance and support that

will require minimum adjustment to support four (4) medium lift helicopters. Blackwater
provides the most logical solution to increased mobility to the Department of state with the least
amount of risk. The RSO in country and Blackwater have a well established relationship when it
comes to air support. Please refer to section 7.6 tided Veterinary Support, Aviation Support,
Communication, Mediq_ Equipment and Supplies, for a more detailed outline of the proposal
for the medium lift helicopters and Blackwater's capability to provide air support. Blackwatcr
will perform additional tasks as directed by the RSO to further assist in the Department of State's
mission.

2.10 Analysis of perceived Risks and Proposed Mitigation

Besides the obvious risk of attack from insurgents that Blaekwater is very familiar with and has
established an excellent track record in mitigating, there are other tangible risks associated with
Task Order 2006-0006. Blaekwater PSS Professionals are trained in M0yoek and Baghdad in
order to succeed in Blackwater's mission, the principal must arrive safely at the meeting and
discuss the topics of the meeting. The topic of the principals meeting should not be the PSD
Team or the tffanner in which the principal arrived.

( .. There is also the risk of manning the positions outlined in the task order section 6.3 titled
Staffing Positii_ns. Blackwater has signed a dynamic recruiting initiative with Monster.corn and
TMP Worldwide Services at no ad_tional cost to the Government and combined that sourcing
with the already robust recruiting infiastrueture that has kept Blackwater at the manning levels
the Department of State is accustomed to. Blaekwater has a proven record of manning large
projects on short notice for the Department of State and anticipates being instrumental in the
success of the U.S. Ambassador's PRT initiative.

• Clearances can prove to be a difficult obstacle to overcame if careful planning and attention to
detail is not implemented for clearance submittals. Blaekwater requires course enrolment to
suspend thirty days our from the start date of the Course. This is done to ensure there is ample
time for the candidate's clearance submittal to be processed with the Department of State /
Industrial Security Division and a security clearance to be granted by the time the candidate
completes their 164 WPPS II Training course. This allows for a minimum of 8 weeks for a
clearance determination for each candidate. Blackwater will not deploy candidates until an
interim Secret, Moderate Risk Public Trust or High Risk Public Trust security clearance is

granted by the DS/IS Division.

As of November 17, 2005, Blackwater has been training WPPS II Candidates to the 164 hour
Department of State standard even before required by the Department of State. Currently
Blackwater is ahead of projections for providing The Department of State with WPPS II

qualified PSS Professionals. As you can see from the chart below Blackwater is also in a position
to staff additional requirements without having to draw from current programs. While

I Blackwatcr will take advantage of the experience of some of the seasoned PSS Professionals in

Blackwater USA
Useordisclosureof this-datais restrictedtousebyDoSandor designatedevaluators
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(
' Iraq, it will not come at the expense of mission integrity in current programs. Please refer to the

staffing projection below:

Projected - Iraq _ Projected - Algh,_'dstan

Re-stgnup Projection B Projected - Ingumbent Retention

I1_" TolaMraq _ Close= - aetuml enmllrr_-_

-_::,,r:,_Cla=ses - estimllted enrollment _ Billet=

1,400 ._:-.__- -. ,'_:"_.._' _.-i_,_::::_:'_,;_'"_'_f_:_;"_":_z-z_-_+;_._,_. "_;_.=:_-_¢::

1,000 __ _=_'_ _._

800 ,e',....... ......

_i'._,_-_4_._ _' '_"
400 _ _ _"= = _` _ __:

__ _!'__:B _:,_;"_ "_"_"___' .._,

200 _-_'_="'-" "=_g'___' _ '• _,_ _'._ -_

(-
...... In order to fulfill the requirements of Task Order 2006-006 Blackwater plans to utilize currently

trained PSS Professionals already in place as well as drawing from the. incumbents sources. In
the past Blackwater has used this strategy successfully to promote goodwill within the PSS
Professional Community as well as to maximize the impact of Depazlment of State dollars
already sp_it on training for the WPPS II Program. In the event Blackwater is unable to retain
incumbent personnel we can still without difficulty fulfill the August 31, 2006 transition
deadline, however, the goal of Blackwater is to exceed the Department of State's expectations
and maintain efficiency in the process.

Blackwater is currently providing PSS Professionals the opportunity to attend their choice of
four (4) WPPS 11certification classes per month. This training is open to all candidates that have
completed the initial training for the WPPS I (135 hour PSS Training Course) requirement and is
offered regardless of which company the candidates received the training after receipt of
approval from DSITTPOPs. Blaekwater trains candidates from other companies to the 40.5 hour
WPPS II certification providing a cost saving m the Government for training as well as a rapid
deployment for PSS Professionals. Our understanding is the common practice among our
competitors is to have all candidates complete the full 164 hour training course regardless of the
level of training candidates have already received at the expense of the U.S. Government. Also,
Blackwater verifies each candidate's training level claims through DSHTPOPS.

Since October, 2005, Blackwater has initiated policies within the PSD Teams that have resulted
in a 75% drop in serious incidents involving the local nationals. The decline in serious incidents

I has accelerated recently and is a priority with in-country leadership. Some of the policies
implemented are directly related to the understanding of the PSS Professionals of the local

Blaekwater USA .
Useor disclosureof this datais restrictedto usebyDoSandor designatedevaluators
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culture and concerns. Below, please find outlines of sigv_ificantpolicies changes that Blackwater
:" has implemented in order to mitigate the risk of incidents with local nationals:

Risk Mitigation Techniques:
1. All Blackwater PSS Professionals are selected based on their technical and tactical

background to ensure their ability to operate in this environment.
2. Team members receive initial and in-service training on the Use of Force and the

continuum that must be followed.

3. Every Blaekwater PSS Professionals member has a security clearance and receives a
classified i_elligence briefing prior to each mission.

4. Cultural awareness training at Blackwater and updated in country during classes
arranged by the U.S. Embassy Office of Protocol.

5. The design and promotion of"motoreade awareness" publications and broadcast
media to advise the Iraqi citizens onhow to react when they encounter a PSD team
has been submitted to the RSO in Baghdad.

6. Blaekwater leadership has requested a meeting with Iraq PSD elements to enhance
understanding on both sides and possibly develop new techniques that are less
invasive while maintaining safety.

7. Use of Force and the COM rules of engagement are continually reiterated to ensure
understanding at every level.

8. /m_oved communications support through newly issued PRC 117 radio systems
allows continual support from the tactical operations center on developing situations.

(--- This allows the team to adjust mission plans real time and avoid trouble spots.
k,._.

Black'water team members understand the mission we support and the importance it has to our
country and the people of Iraq. We also recognize that Iraq is a dangerous place and harm will
come to those that ignore this fact. For these reasons Blaekwater management will continue to
lead the way in finding new methods of completing the mission while causing the least amount
of intrusion possible to the citizens of lraq.

The policy referenced above is merely one example of the seriousness with which Black-water
treats the risk to the US Government in the daily operations of our PSD Teams. Biackwater
provides a brief'rag to the PSD Teams in order to inform them of the areas of risk and forms of
attacks on PSD Teams. Blackwater believes if the'PSS Professional is aware of the real threats

they are less likely to take action against perceived threats.

Lastly, external media effects can be just as damaging to the Blackwater and Department of State
WPPS II Mission. Black-water adheres to a media policy throughout the company. All media
requests and concerns are handled at the highest levels of Blackwater management. In the event a
PSS Professional or Blackwater employee comes in contact with the media they are to refer all
matters to the Vice President of Strategic Initiatives for Blackwater. From the first day of
training until the last day of employment all Blackwater personnel are reminded of the serious

nature of media contact and relations. It is clear to all personnel that Blackwater will pursue
punitive damages if necessary to protect our partners from embarrassment through media
exposure.

(
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r'- 3.) Upon receipt of Bio approval the candidate is required to provide Blackwater a copy of

f the following items;
_ a. DD214 (Former Military)

b. Signed Credit Release Form
c. Signed Single Scope Background Investigation Release Form

d. Copy of Education Transcripts (if applicable)
e. List of Foreign Relatives
f. Current Active Passport
g. Current Active Drivers License

-, :"-_. :Z_4:)BlacK-water.then_bnii_ the'candidate for.affmgie SCxrl_Background Investigatioh "

-_2_-:t '*'_:- _-t!_roggh:the..Vtrgm_aS.ta-ted..Police.f0r,a,e_ r̀eerrd.'_.'IfLe_i ae.U_tyshowsup;0n
:':;._; _;:7'-',_-2L"th'd"c_tliitatds'criminal .reeord,-theybecome_ifieligibl6 :to:pr_e_'dd;'if hb_,eker, thez"_'

I::.Z-:i_: _: ,:.-baeEground.iavrstigatiOn,,is,unsuceessful.iath_recoveb2'qfsu_eh_a! infor_tion,
.... ::" .:_. = "Z_th_ candidate xsthen allowed to proceed to tlie:next step. " -. -, .

5.) The candidate is contacted to submat for a Clearance with the Department of State via the
EQUIP system to include foreign spouses.

6.) The candidate will then attend a 164 hour Department of State Approved Training Course
at Blackwater Training Center. There are 2 Administrative Days dedicated to further
screening of the candidate prior to attending training. This screening includes; (If the
candidate fails any one if these pre-sereening elements they will be deemed ineligible for

the pmgr/am unless readily correctable.)
' a., _sychological Evaluations

b. Medical Examination (Immunization, HIV test, Stress Test, Hernia Test, and

( GeneralExam)
c. Dental Examination (abscessed teeth, cavities, cracks, breaks or anything could

cause them problems during the future deployment)
6.) During the course the candidate's paperwork are submitted for a Visa, International

Travel Orders, CRC Number, and a Letter of Authorization from the Contracting Officers
Representative (COR).

7.) Throughout the training course the candidate is closely monitored for stability and
performance. Candidates may be dropped from training at any time for behavioral or
performance issues.

8.) Upon successful completion of the course and the receipt of a Department of State Secret
Clearance they are scheduled for the Forward Deployment Command (FCD) at Fort
Belvoir where they give a DNA sample, provide all medically fit for duty documentation
and are photographed and issued their CAC for deployment

While deployed Blackwater conducts 90 day and-post deployment performance evaluations to
measure effectiveness of personnel and suitability for future assignments to include leadership
capability, aptitude, and areas for improvement.

3.3 Third Country Nationals:
Prior to engaging in recruiting Third Country Nationals (TCN) Blaekwater researches the host
countries political and legal position in reference to supporting the United States mission. This
allows the Department of State to support mission's conflict free of host country concerns.
Blackwater also receives an approved Technical Assistance Agreement from the Department of

( State, Defense Trade Controls prior to proceeding with training and contractual agreements with
..... any TCN's as required by federal law. Currently, Blackwater has Defense Trade Controls
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( the host country to individually sit with the candidate to fill out all required package information
and prepare the package for submittal. This has proven successful in the past and Black'water
intends to continue this practice to ensure the clearances can be granted in a timely 8-10 week.

Blackwater schedules candidates for training after they have submitted their clearance through

EQIP. Then the candidate is scheduled for the next available training course that is no sooner
then 30 days from the days of EQIP submittal. Blackwater allows for 8-10 weeks prior for
clearance processing in all of the transition and deployment elements outlined in this task order.

3.7 Capability of Fillil_g Emergency Replacement/Additional Personnel Needs

Within the last 45 days, the Department of State, has relied on Blaekwater to staff
emergency/surge position requirements when others were unable to do so. When an additional
free (5) Intelligence Analysts (IA)were required to meet the needs of the RSO TOC in Baghdad
Blackwater was able to comply with cleared, vetted and trained IA's in a matter of three (3)
weeks. Additionally, Blackwater was also required to staff two (2) more IA billets in
Afghanistan at the same time. Through and intense recruiting campaign and adjuslraertt of
classes to make room for the new candidates, Blackwater was able to meet the needs of the

Department of State. The facility in Moyock is a self exmtained training and deployment center
that provides a unique capability over our competitors that allows Blaekwater the time needed to

fill emergency/, vacancies and needs where training throughput can be an insurmountable
obstacle.

(_ 4.0 Training Plan

Blackwater has reviewed the training reqnirements for this task order. The training required is
the standard WPPS II 164 hour course which most Blackwater PSS personnel proposed for this
task order have already successfully completed. The rest of the proposed PSS personnel for this
TO have already been fully trained and certified through Blackwater's DSHTPOPs-approved
135 hour training curriculum or the incumbents 135 hour training curriculum. The proposed
PSS Professionals that have not completed the WPPS II 164 hour course will attend training at
Blackwater Training Center (BTC) prior to re-deployment to fulfill the 40.5 additional hours
required under WPPS 1I Section C, Appendix G of the base contract and the Baghdad, Iraq Task
Order 2006-0006. Along with this core training and administrative, to include the Blaekwater
Leadership and Professional Ethics Training, an area of operation specific session will be
conducted by the Blaekwater WPPS II training cadre. Combining the personnel's previous
experience and extensive training received during Blackwater's DSHTPOPs-approved training
course assures all protective security functions required under TO 2006-0006 will be
successfully practiced and implemented.

The Blackwater WPPS II Training cadre stands ready to implement all training required to
facilitate a rapid and efficient transition to the WPP$ II base contract #SAQMPD-05-D1098
standards for this Task Order. Blackwater continues to strive for excellence and to exceed all

Department of State training expectations through the provision of a state of the art training
facility, approved and consistent curriculum, unsurpassed safety standards, and a professional,
full-time, WPPS II approved and vetted training staff. Blackwater has dedicated nineteen (19)

• ( different training ranges and areas to the WPPS II training cadre and prioritized the support of all
"- WPPS II training courses conducted on its Moyock facility. The Blackwater WPPS II training
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, cadre is committed to excellence in the performance of the Department of State WPPS II training

, requirements andstandards.

Blackwater has been conducting the 160 hour WPPS training course requirement since
November 17, 2005. Blackwater implemented the 164 hours training course, which includes the
Colt M-203 training for WPPS II class # 46 on January 6, 2006. Additionally, Blackwater is
conducting the 40.5 hour re-certification training for our security professionals to bring them
from the WPPS I standard to the WPPS II standard.

Blackwater classes began training to the WPPS 1"Istandard on 17 November 2005, upon approval
of the curriculum from the Department of State. Blaekwater began training for the 40.5 hour
WPPS II Transition training on November 29, 2005. In order to fulfill the requirements of this
Task Order Black'water will accomplish the following classes per the DSI-ITPOPS and
Department of State Training Center (DSTC) approvedWPPS II training schedule (Attachment
H) in 2006;

• Forty-eight(48)40.5hourWPPS IItransitiontrainingCourses.
• Thirty-seven(37)164hourWPPS IItrainingcourses.
• Eleven(II)DesignatedDefensiveMarksman(DDM) trainingcourses.
• Seven (7) Basic Field Firearms Officer Course (BFFOC) training courses.
p Eight (8) Third Country National, Guard training c.ourses.

/= Twenty-Seven (27) 42.5 hournon-PSS training courses.

: 138 Total WPPS H approved training courses.

The additional courses above will enable Blackwater to meet all staffing outlined within this
Task Order. In addition to enabling us to transition our personnel from a WPPS I to a WPPS II
qualification, the extra 40.5 hour course will allow approximately 50 slots per month for the
incumbents WPPS I IC's to transition to the WPPS II qualification standards. Those incumbent
PSS Professionals that are not already qualified to the WPPS I standard 135 hour course will be
processed through Blackwater's 164 hour WPPS 11training course prior to redeployment. The
training courses mentioned above will serve to provide us with the below numbers of WPPS II
qualified personnel to staff this Task Order by August 31, 2006;

• 1,470 WPPS II certified PSS personnel (At maximum class capacity)
• 112 WPPS II certified DDM Personnel (At maximum class capacity)
• 70 WPPS II certified BFFOC Personnel (At maximum class capacity)
• 160 WPPS II certified TCN Guard Personnel (At maximum class capacity)
• 150 WPPS II certified Non-PSS/PRS Personnel (At maximum class capacity)

The numbers of classes and personnel in class will ensure that Blackwater will have sufficient
deployable assets to support all task orders in spite of attrition, emergency leave, rotations, class
failures and terminations.

4.1. Organization Structure of Training Program

( The Black'water WPPS II Training cadre is fully staffed and organized in accordance with the
- WPPS II base contract training standards and able to exceed all directives, regulations and
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t" guidelines contained therein. The Blackwater WPPS II Director of Training B6

(_ has aggressively pursued the recruitment and hiring of seasoned WPPS 1I approved professionals
and organized his staff in a manner that facilitates the development of leadership in a team
environment, promoting professional growth from within. The Blackwater WPPS II training
cadre organization enables mentoring and development of the WPPS II instructors for increased

responsibilities and ensures the continuity and consistency of training provided to the WPPS II
candidates. The Blackwater WPPS II instructor cadre is organized and staffed to deliver a fully

vetted and qualified WPPS. II PSS Professionals while providing accountability at all levels of
work, including leadership and management. (reference chart below)

BlackwaterWPPSTraining
• OrganizationalChart
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4.2 Training Program Evaluation Plan

The Black-water WPPS II Instructor cadre is a team of experienced professionals dedicated to the

support of WPPS II training curriculum_, standards and directives. The Black-water WPPS cadre
continuously solicits feedback on the training conducted through the implementation of training

" course critiques, instructor critiques conducted by the candidates, and instructor evaluations
conducted by the B1ackwater WPPS II Instructor cadre supervisors.

The compilation of the following project control techniques; trainees input, instructor
evaluations, course critiques and feedback from WPPS personnel, directly affect the training

-._ improvement process. Suggested changes in training tactics, techniques and procedures will be
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;. formally documented using a training improvement report which will be reviewed and approved
( at the appropriate level to include DSHTPOPS, The Blackwater WPPS II Programs training

cadre will further our efforts to consistently evaluate and improve our training by conducting
quarterly Tactics, Techniques and Procedures (TTP) Panel meetings. This Panel of PSD Subject
Matter Experts will be directed to review reports from the field and solicit input from DoS in
order to ensure that the training taking plac_ at BW is current with field operations and compliant
with DoS directives. Black'water will continue to hold the Blaekwater WPPS II program
instructor cadre to performance standards exceeding those required of the WPPS II candidates
and to a level of professionalism that serves as _ example to all.

.... .L. -.;_g2 --_ "-_-_ " : ...... -_;_"- _- -'-_ " _ '" _" " " : _ "2._" • . . ._ .. _ .'. -

•- _- _ ;_3-;Stui4ent EviduatJon-Ptan-::_. :_ _ _

......=,=.- =B'laekwat_ pefforms=daily::evaluations.,of the -W'PPS, II, chndidates:.u'.tili-zing ,the DSHTOPS
: " L: ' apl_r_ivexVf6rmat._ The,evaluations are distributed'th/oughotit the Blaizicwater WPPS II training

•" cadre and u_ed to observe and record the level _/f competency 6f each trainee. This also
serves to illuminate the attrition and failure modes of the students and to identify trends aim
possible areas of improvement,

The WPPS candidate's evaluations are accomplished through the observation, by the
WPPS Instructor cadre, of the following traits:

/

• ;Knowledge
• Performance

( .... • Attituc_
i

Other areas an instructor will document in the evaluation process are the following:
i

• * Individuals who are demonstrating strong leadership traits and skills
• Individuals who are demonstrating strong organizational skills
• Individual situational awareness

• Individuals who are demonstrating a high degree of subject matter expertise or
knowledge

• Individual interaction with peers and personnel in authority:positions

These observations are documented daily on the trainees evaluation form. In addition to the
instructor evaluation form for the .trainees, Blackwater conducts a weekly peer evaluation of the
trainees as well. • In the event a trainees performance is marginal and/or below standard a
student counseling form is f'dled out on the trainee. The student is verbally informed of the
concern and the document is signed and dated by the instructor and then submitted to the trainees
personnel file.

The Blackwater WPPS II Training cadre conducts continuous evaluations of all WPPS II training
candidates throughout all courses of instruction utilizing the pre-described evaluation system. At
the conclusion of a training course the cadre reviews each participants record of performance in
order to determine the candidates overall suitability for an overseas deployment on the WPPS II
contract. Each candidate receives a pass or fail recommendation from the cadre that is fully and

_ unconditionally supported by the Blackwater WPPS II Training and Operations management
team.
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•" ". Black-water will not deploy a WPPS II candidate that is determined to be unsuitable for field duty
:' regardless of their ability to pass Department of State WPPS II standards and requirements.

Blackwater is committed to providing skilled, professional, and quality personnel for the staffing
of all WPPS positions and we continue to take all steps necessary to ensure that we are deploying
the right personnel for the job that will guarantee and support the mission success of our client.

4.4 CONUS anti OCONUS Instructors

Blackwater has aggressively pursued the hiring of WPPS II approved full-time staff instructors
in support of our planned CONUS and OCONUS WPPS II training courses in 2006. Through
our staffing efforts we have ensured our compliance with WPPS II trairdng requirements and
standards, the consistency of all curriculum, the quality of the training received by the
candidates, and the quality of life for our instructor staff. Due to our possession of a robust
training cadre we are able to respond to all OCONUS training" requirements at little or no notice
without negatively impacting our CONUS training programs. Our size and dedicated instructor
staff have a ready pool of short term instructors for OCONUS TCN training. Blackwater also
recruits successfully through the aforementioned recruiting process BFFOC inslructors who are
certified in accordance with WPPS II standards. All the members of our WPPS II instructor staff

are hand picked for their experience, professionalism, integrity, initiative, and their commitment
to excellence in the accomplishment of assigned tasks.

4.5 Recruitment

(" The Blackwater WPPS II training eadre recruits its members via the recommendations of proven
WPPS operators, the recommendations of vetted WPPS II instructors and resume input. As
noted in Section 3.1 titled Recruiting Program, Screening, Processes and Standards, Blackwater
receives roughly 2,000 rrsum_s a month. This resource, augmented by the Monster.corn and
TMP Worldwide Services initiative, allows the W'PPS H Training Program to select only the
most qualified trainers to go through the screening and vetting process. Blackwater also attends
industry events soliciting resumes and conducting a pre-sereerting with the candidate in person.
(i.e. - ASIS International convention, ASLET convention, and ATAP Association conventions).

Once pre-sereened, potential instructors will then submit their resumes in the required WPPS 17
biographic form with a Validation sheet. These documents are reviewed and if appropriate
submitted to DSHTPOPs for approval under the candidate's area of expertise. The Black-water
WPPS Instructor recruitment policies and procedures have enabled us to staff our cadre with
instructors that results in a significant positive impact on our ability to effectively train and
qualify our WPPS training candidates.

4.6 Vetting of instructors

The Blackwater WPPS II training leadership places great emphasis on the importance of the
WPPS II training candidates receiving the skill development needed to ensure WPPS II mission

success while deployed. The professional conduct of all WPPS II training staff members is not
just an "expectation", it is a high priority requirement understood by all. To this end, we ensure
that all new instructors are mentored and developed to the highest of standards prior to any solo
interaction with the WPPS 17training candidates. All Blackwater WPPS II instructor candidates(
are required to function in an "under instruction" role for one month or until the training cadre
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t leadership is confident that they will be the example for the WPPS II training candidates to

/ emulate in training and overseas operations. The first step in the vetting process is receiving bio
' approval from DSHTPOPs, after approval receipt the potential Black-water WPPS II instructor is

required to attend the 3 day vetting process that is outlined below:

Vettimz (Estimated time line)
Day I:

n Assigned a period of instruction in which the candidate is a Subject Matter Expert
_a WPPS PT Test (IAW the age standard)

_a Rifle, P_tol{ _hotgun Qualifications 0NPPS II courses of fire) B2
Day 2:

n Work with current WPPS II classes (Instructors are evaluated on performance,

professionalism, and interaction with the candidates)
Day 3:

_a Presentation of the instructor candidates assigned class to WPPS II lead
instructors in accordance with the WPPS I] instructor evaluation checklist. Oral

board and results presented. Hire agreement if applicable, continue with "under
instruction" period.

4.7 Instructor Training and Evaluation

Blackwatersta_Ts, and is continuing to recruit, WPPS II instructors that set the standard for our
competitors to emulate. The Blackwater WPPS II training cadre has been fully vetted and

(..... approved by the DSHTPOPs and continues to grow on a weekly basis. The Blaekwater WPPS II
Director of Training, [ ]has developed and implemented W'PPS !1 instructor B6
standards that exceed _uirements. At Blackwater, the training cadre is truly
expected to retain the ability to execute the tactics, techniques and procedures that they are
entrusted to instruct to a level that exceeds participant performance standards and requirements.
To this end, the Blackwater WPPS 1"Itraining leadership team has ensured that all instructors
attend training to further their professional development and their expertise in all areas of WPPS
II instruction. All Blackwater WPPS II instructors are conl_auously evaluated by their

supervisors and their peers in accordance with WPPS II standards to guarantee the highest levels
of skill development in our WPPS II training candidates.

4.8 Initial (Instructor Training and Evaluation)

Blackwater employs a robust and dedicated instructor cadre who facilitate the WPPS II training

! requirements. The Black-water W]PPS II training cadre easily supports multiple classes per
month in the WPPS 1I training program. Most instructors have successfully worked in high
risk/high threat environments, as Shift Leaders and/or assistant AICs. Other instructors have PSS
operational experience in Afghanistan, Former Republic of Yugoslavia, Bosnia, Israel, Haiti
and/or Iraq. All have vast experience and expertise in their field of instruction and are approved
by DSHTPOPS to teach their assigned blocks of training.

During the Blackwater WPPS I1 vetting process the potential instructor begins their initial
instructor training in the WPPS II standard operating procedures as found in the WPPS II base
contract #SAQMPD-05-D1098. Once they have successfully completed the three-day vetting

\
process all new Blackwater WPPS instructors are continuously evaluated during their "under
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_' instruction" phase of Blackwater's WPPS 17instructor development plan. To begin their "under/
f instruction phase, they are immediately assigned to a WPPS II lead instructor for mentoring,

further training, and evaluation consisting ot_ observation of the blocks of instruction that they
will be required to support, studying the WPPS II approved curriculum, conducting teach-backs
of required periods of instruction to peers and supervisors, and professionalism in their
interaction with other WPPS II instructors and training candidates.

Additionally, all new Blackwater WPPS II instructors are required to attend the Blackwater
Leadership, Professionalism, and Ethic's Training Course. This training serves to focus the
Instructors awareness to the reality that they ate the first impression a training candidate will,
receive in reference to Black-water and the WPPS II Program. The impression and leadership the

instructors impress upon the candidate is Blackwater's first and best opportunity to provide an
example of the type of person and traits that the student can use as an example to emulate while
deployed as a Blackwater WPPS II PSS Professional.

4.9 Sustainment (Instructor Training and Evaluation)

In addition to the checks and balances implemented to ensure that the Blackwater WPPS II
instructor staff is fully screened, trained, and evaluated at the beginning of their employment,
Blackwater has implemented and maintained a vigorous instructor evaluation program that
serves to measttre the instructor's effectiveness, knowledge of the topic, and responsiveness to
students. Theflevaluation programutilized by the Black-water WPPS H training cadre is outlined
below:

(- • Instructors are continuously evaluated by unannounced evaluations
conducted by a member of the WPPS II training cadre supervisory staff
during a period of instruction. This evaluation is completed in accordance
with the "Classroom Instructor Evaluation Checklist" provided by

.... DSHTPOPs. An additional evaluation of the instructors is conducted by

the Supervisory - Lead Instructor in charge of the P.O.I. which the
instructor is teaching. This ensures compliance with the contract and
ensures the instructor is maintaining currieulum objectives and standards.

• All WPPS II instructors are required to re-qualify with all WPPS II
weapons systems every six months.

• All WPPS II instructors are required to pass the WPPS II physical
readiness evaluation every six months.

Professional development (training) of instructors is maintained by the following:

• Instructor Development Training by WPPS II approved Subject Matter
Experts. This training is to ensure that all instructors understand the
standards for the P.O.I. and how to evaluate candidates in this area.

• Outside training programs in the area of expertise of the individual
insmactor

• When applicable, a continuous transition of instructors into the
operational arena to ensta'e up to date information, assessment of current
training practices and maintenance of individual skill level at

Blaekwater' s expense
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/ . • Blackwater WPPS II training management ensures that WPPS II
' instructors are conducting both Professional development training and
" Personal Development training on a quarterly basis.

4.10 Training Personnel Security Clearance Requirements and Process

Blackwater submits all of its WPPS II CON'US instructor candidates for a Moderate Risk Public
Trust clearance in accordance with Section C appendix G, 7.1.1, c, of the WPPS 1I base contract

#SAQMPD-05-D1098 standards for this task order. In order to facilitate the stated clearance
requirements, Blackwater WPPS II instructor candidates follow the below process• prior to
participating in any WPPS II training courses in an instructor role;

1.) Upon submittal of their Bio for approval to DSHTPOPS the instructor candidate is
required to provide Blackwater a copy of the foUowing items;

d. DD214 (Former Military)
e. Signed Credit Release Form
f. Signed Single Scope Background Investigation Release Form
g. List of Foreign Relatives
h. Current Active Passport
i. Cttr_-rentActive Drivers License

2.) Blackw_ter then submits the candidate for a Single Scope Background Investigation
through the Virginia State Police for a criminal record. If criminal activityshows up on

( the candidates' criminal record, they become ineligible to proceed; if however, the
background investigation, is unsuccessful in the recovery of such criminal information,
the candidate is then allowed to proceed to the next step.

3.) The_candidate submits for a Clearance with the Department of State via the EQIP system
to include foreign spouses.

4.11 Plan and Process for Training

The Blackwater WPPS II training cadre continues to excel in the development and

implementation of curriculum that exceeds Department of State standards and expectations. We
constantly monitor our candidates to ensure that they are operationally and professionally beyond
reproach. We strive to maintain a professional atmosphere that promotes teamwork and
development of strong leadership traits to enhance our core values and ensure the higher skill
development of our training candidates, and the success of the WPPS IIoverseas mission.

Additionally, the Black-water WPPS II trainingcadre has completed the development of the
range facility's, curriculum, and associated materials needed to implement theF------q DDM, B2

BFFOC, and Adult Learning training. The Adult Leaming,[_ DDM and BFFOC courses
have been verbally approved by DSHTPOPs and Blackwater is currently awaiting signed,
written approval from the WPPS LIContracting Officer. The Blackwater WPPS II training cadre
implemented the above training into the 2006 WPPS II trairting schedule.
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, In order to facilitate the skill development of our WPPS II training candidates Blackwater has
worked diligently to obtain all required WPPS II curriculum approval, weapons, equipment, and.
training facilities necessary to ensure compliance with the training requirements for the 164 hour
WPPS II PSS training course, the 40.5 hour reeertification course, the DDM course, and the
BFFOC course. Blackwater also implemented leadership and professionalism training and case
study exercises throughout all Department of State WPPS II training curriculum to ensure that
we provided a professional end product in support of the WPPS II mission.

In addition, Black-water has dedicated a total of six (6) ranges for the use of the Department of

.;i._2.';. Smte_g_v.rogrma_. _ built.an '_ .a_ge and a .known.__o.wka distan_._,cer_nge for B2
_.-.-_._the_DM.cg//_. Bl_kw_,-e0_._'t_tiSs _ stdv_ f0F'exeell_ne_ in.ex_g_all_:.I3_-"_-_ent ofz_ _:_ -2, " -._. ,-- "_-:='_ -._ • - " --'_'_:-_'- _ "-.... ._.,-".*-_..¢" _- ,_L _" -"_,_'_. _',." ._ ,_ 2_" "-';" -_-" .

:-._.::_):,Stat_'_._g_./_-xpeetattoris.thr0uii_la'.th_ .pro.vtsmn-.of_a Stat_-of.,the art_gfaclhty;.'and a
"±"_-?_-- p._ofcssioiial, full-time_:WPPS II..approv.edand ye..tted_.u?ainiug;staff." ... ;2-'... ,. ._".z.

", ' _" 4.12 -Pla-n.aadProe_ss for Training - American Citizens ""

As a result of our significant investment of time and effort, Blackwater's WPPS training
schedule, training hours, instructor bios, curriculum, student handouts and instructor guides have
been submitted for approval by DSHTPOPS. The Blackwater facility meets all requirements and
is fully compliant with WPPS II APPENDIX G. Blackwater's execution of all pre-deployment

training requirements, as mentioned in ATTACHMENT 1 (TO APPENDIX G, SECTION C)
have been aplfi'oved by HTPD and DSHTPOPS-subject matter experts (SMEs). Therefore, no
additional WPPS II curriculum development is expected for this task order. American citizens

("- will be required to complete the grPPS I1 training required by the intended and approved
position that they will be filling on the WPPS II contract.

Blackwater has added a four (4) hour Leadership and Professional Ethics Training course to all
required WPPS II training courses. The Blaekwater Leadership and Professional Ethics Training
focuses on preparing emerging leaders in the security profession for increasingly demanding and
visible roles. The 4 hour training course consists of lecture, group discussion, ease studies from
the field and practical application methods of instruction. This training is held as an addition to
the Department of State's (DS), Worldwide Personal Protection Services (WPPS 115164 .hour
and 40.5 hour transition training courses. The course will be conducted as a collaborative effort
from members of Blaekwater's Executive management, WPPS II Local Program Management
and key members of Blackwater's WPPS II Instructor Cadre.

The goal of the Leadership and Professional Ethics training is to prepare participants to become
_.. more conscious of the responsibility and challenges ass0eiated with the security profession. To

achieve this goal, the Blaekwater Leadership and Professional Ethics Training accomplish the
following objectives:

• Strengthening management, leadership, professionalism, and decision-making
skills;

• Increasing working knowledge of current trends, challenges and issues in the
security profession;

• Developing a network of mentors who will guide and nurture the direction and

{. development of the security professional;
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( Alternate ranges have been identified in case the DoS ranges inside the International Zone are
_ not available. Also, reinforcement training will be provided on core subjects based on the

leader's assessment to include subjects covered in the four (4) hour Eeadership and Professional

Ethics training course.

Blaekwater WPPS Subject Matter Experts (SME's) currently deployed in support of Baghdad

operations have developed and implemented emergency vehicle extraction standard operating
procedures (SOP's) and training in order to facilitate the safety of our principal's and the skill
development of all Black'water WPPS IC's. The vehicle extraction SOWs and associated
training is crucial to tho_operational readiness posture of our personnel and will greatly enhance
the survivability of our principal's and protective teams. This valuable training will be
conducted OCONUS and will be disseminated to all Blackwater WPPS PSS teams. Reference
Attachment I.

Additionally, we will conduct scheduled OCONUS training courses on cultural awareness. The
WPPS Program management team understands the impoaanee of winning the hearts and minds
of the Iraqi people. This training will greatly enhance our ability to conduct protective

operations in a manner that will strengthen our relationship with the people of Iraq while
ensuring our personnel are aware of the expectations and eustorns of important Iraqi Government
persortneI that our principal's meet with, while providing our security professionals with an
ability to sense-minute changes to the normal actions of bystanders and raise their overall
awareness levelk thereby enhancing our overall security posture. Reference section 2.1 tiffed
Environmental Concerns for a complete outline of the training.

(-
Blackwater provides TCN Smile Guard Force Training at the host country facility. The Calvary
Military School base contains all necessary facilities and ranges for the conduct of the 120 hour
TCN Guard training in accordance with the WPPS II training facility requirements in Appendix
G (to section C). The candidates are housed on campus and meals are provided by the Calvary
dining and kitchen facility. All required weapons and ammunition are provided through the on
base armory and the requisite firearms ranges meet the WPPS II range specifications for the 120
hour curriculum requirements.

The Calvary Military School maintains a campus medical facility and a staff that is present
during all training hours. Should the need arise, there is a hospital with a functioning trauma
center within 4 blocks of the training facility. The Calvary Military School base is easily capable
of supporting the 120 hour TCN Caaard training and has proven to be a safe and secure training
facility staffed with a team of professionals to support our OCONUS training needs.

4.17 Contractor Owned

The Blackwater Moyock, NC facility and the infrastructure housed there is owned and.operated
solely by Blackwater USA. BIackwater does not have a need to subcontract to another company
for any of our curriculum, range facilities, force on force training sites, drivers training, or the

weapons systems utilized for WPPS II training efforts and tasking. Our training facility is
readily compliant with all requirements outlined in the WPPS II base contract.

f
x
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( 4.18 Sub contracted Facility

' Blackwater subcontracts to Greystone LTD for the Third Country National Static Guard Force

services in providing OCONUS training facilities and screened and cleared personnel for all
Third Country National (TCN) training and deployment in support of the WPPS II requirement.
The Black-water TCN training currently takes place at the Calvary Military School in Bogota
Columbi_

4.19 Training Logistics

Blackwater Training Center is unparalleled in its ability to provide the necessary ranges,
facilities, equipment_ and materials necessary to conduct all of the WPPS II training in one
location. All of the WPPS II training facility requirements are easily met at Blaekwater's 7000-
acre, state of the art facility. The quantity and quality of the training logistical support that is

readily available at Blackwater ensures a very efficient and effective lraining process and
learning enviroment for the WPPS II contractor candidates.

4.20 Describe the Procurement, Inventory, and Replacement of Weapons, Vehicles, and
Communications Equipment

t

As the premier_,provider of tactical training and security services, Blackwater has implemented
and maintained a logistical support infrastructure that is second to none. Blackwater owns and
operates an equipment supply division (Blackwater Gear), const_ction division (Raven

(-' Construction), and a robust logistics division (Blackwater Logistics and Transport). These
divisions serve to support and enhance the successful completion of the Blaekwater WPPS
Programs directives and task's. Additionally, the Blackwater training facility retains a
professional maintenance staff dedicated to the implementation and management of
comprehensive Preventive Maintenance Schedules for all ranges, vehicles, weapons systems, and
communication's devices.

Blackwater has purchased and furnished sixty (60) vehicles (4-FAV), three hundred and thirteen
(313) weapon systems, and the necessary communication equipment to ensure compliance with
WPPS II training requirements and standards. All of the aforementioned items are for sole use in
the support of the WPPS II training program and serve to greatly enhance the skill development
of our WPPS training candidates.

4.21 Describe the Procurement, Inventory, and Replacement of Weapons

Blackwater has purchased all of the necessary weapon systems, targets and ammunition to ensure
compliance with the ,WPPS II trainin_ requirements..In support of thel----------_equirement we B2
purchased twelve (12) 1 [that _ Blackwater on Tuesday, 13
December, 2005. Blaekwater implemented the required ] Itrainingand qualifications
during our January, 2006 164 hour WPPS training, 40.5 hourre---6--q-_a-lification/transitiontraining,
and our BFFOC training courses. Blaekwater has hired Manufacturer Certified weapons
Armorer's and implemented Scheduled Maintenance Programs for all facilities, ranges, weapon

(. systems.
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( Additionally, Blackwater has purchased twenty-four (24] land twenty-four (24)_----] B2
,-'" _veapons systems along with the required amount and type ofo.p.tics, .ammunifon and
i targets needed to satisfy all DDM course requirements. Black'water wxll prowde our DDM

candidates with the Bolt and Gas gun shooting experience. This allows the Blackwater DDM
candidate to train on both weapon systems so they are prepared to utilize either weapon system
in the field.

Per Appendix O (to section C) in the base contract, Black-water utilizes a GSA Class V security
vault for the storage of all WPPS II training weapons systems. The WPPS 1I weapons storage

area is vaulted and a_grmed and is restricted access to only key WPPS II personnel and
supervisors. Weapons that are checked out of theWPPS II vault require two signatures upon
check out and two (2) signatures to verify return. The Black-water WPPS II training cadre
utilizes a three-tier inventory system in order to ensure accountability of equipment at all levels

of responsibility. The first tier of our inventory process is the check in/out proceduresutilized
by our armory staff. This ensures that all weapons that were issued for the day are returned,
clean and operable for the next days work. The second tier is the accomplishment in-house, bi-
weekly, flailaccountability inventory conducted by the WPPS II training cadre armory supervisor
and assistants. The third and final tier of our weapons inventory system is a monthly weapons

systems inventory by the WPPS II armory supervisor and The Blackwater USA facility armory
Project Manager.

In order to en_re that all Blaekwater WPPS II training can continue to take place in the most
efficient and effective manner, Blackwater has hired Manufacturer Certified weapons armorers

-" and implemented Scheduled Maintenance Programs for all weapon systems designated for the
sole use of Blaekwater' s WPPS II training cadre. Blackwater employs a full staft-mg compliment

- of maintenance personnel dedicated to ensuring the up-keep and serviceability of all WPPS II

programs support requirements.

42.2 Describe the Procurement, Inventory, and Replacement of Vehicles

Blackwater has also purchased four level C Armored vehicles for the WPPS 1I FAV driving
training requirement in accordance with the WPPS II base contract requirements. The four
armored vehicles have been signed over to DSHTP and are now GFM located at Blackwater's
facility. Blackwater has purchased and famished sixty (60) vehicles for sole use in the support
of the WPPS II training program. These vehicles are used for the skill development of WPPS II
training candidates, training transportation, and the transport of the WPPS II training candidates
to and from their lodging locations to the Blackwater facility.

The Blackwater WPPS II training mobility supervisor conducts bi-weekly inventories of all

support vehicles assigned and assigns them to the WPPS II classes in accordance with the
number of WPPS II training candidates in each class. Additionally, the WPPS II mobility

supervisor submits inventory reports to the WPPS II Director of Training on a monthly basis that
outlines the number of vehicles on inventory, their operational condition and the classes that the
vehicles were assigned to.

The Blackwater USA rental vehicle fleet keeps a large number of vehicles on campus for the

" purpose of providing replacement vehicles to the WPPS II training program in case of any
\-- shortfalls. In order to ensure that all Btaekwater WPPS II training can continue to take place in
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: the most efficient and effective manner, Blackwater has hired Manufacturer Certified vehicle

/ mechanics and implemented Scheduled Maintenance Programs for all vehicles designated for the
sole use of Blackwater's WPPS II training cadre. Blackwater employs a full staffing compliment
of maintenance personnel dedicated to ensuring the up-keep and serviceability of all WPPS II
programs support requirements.

4.23 Describe the Procurement, Inventory, and Replacement of Communications

Blackwater is upgrading / enhancing the communications training in the 164 hour WPPS II

• .- _'", tra_.g,,course.u_.lj.z_ag the-sam._e radios th_it _eing .employed .in the field.

•_- _----¢,_,,,.Bl_k'W.a!_?purchased_(100) t portables,-__.i_ __._r___bles.anit-i_/preg'sbatteries

_'_-..-_'. c0inimmicationtstandards are met in tr_nin, g. 2_ valuable:commutiications.equipment is
"*_'"=2i. ,exp_teit_to _,'nve, to the Black-water facility by 15 Ma_. h,' -2006. . ,.. "

The BlaekwaierwPPS II training radios are considered sensitive items and will be stored in a
locked room with aceess granted to the WPPS II training communications representative and his
designated assistants. The communication representative will be responsible to conduct an entire
communicationsinventoryon a weeklybasisandtoreportanydiscrepanciestotheBlackwater
WPPS 11DirectorofTrainingimmediately.The WPPS H communicationsrepresentativewill
provideaninvcatoryreporttotheWPPS 1"Itrainingleadershipteamon amonthlybasis.

J
#

In orderto ensurethatallBlack'waterWPPS IIcommunicationstrainingcancontinuetotake

(_ place in the most efficient and effective manner, Blackwater will require the WPPS training
communications representative to follow the care and maintenance program recommended by
themanufacturer forthe[ _ortables,(5)] _ormblesand impress batteries. B2
The WPPS IIcommunicationsrepresentativewillbe responsibleforimplementinga scheduled
maintenance programforthe WPPS II communications inventory.

4.24 Training Curriculum

As a result of our significant investment of time and effort, Blackwater's WPPS II training
schedule, training hours, instructor bios, curriculum, student handouts and instructor guides have
been submitted for approval by DSHTPOPs. Blaekwater's execution of all pre-deployment
training requirements, as mentioned in ATTACHMENT 1 (TO APPENDIX G, SECTION C)
have been approved by HTPD and DSHTPOPs subject matter experts (SME's). Additionally,
The Blackwater WPPS II training cadre has completed the development of the range facility's,

. curriculum, and associated materials needed to imi_lement the [ZSSS_ DDM, BFFOC, and Adult

Learning training. The Adult Learning, [_]DDM and BFFOC courses have been verbally B2
approved by DSHTPOPs and Blackwater ls._S_urrently awaiting written approval from the WPPS
Contracting Officer. The Blaekwater WPPS I1 training cadre implemented the above training
into the 2006 WPPS II training schedule.

4.25 Lesson Plans

All required Blackwater WPPS II lesson plans have been submitted to, and approved by,
DSHTPOPs. Blaekwater is currently awaiting signed, and written approval from the WPPS II

-.- Contracting Officer for th_--] DDM, BFFOC, and Adult Learning courses of instruction. B2
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!

{ 4.26 Vetting

The Black'water WPPS II training cadre has developed and implemented all of its WPPS rI
training curriculum in accordance with Appendix G (to section C) of he WPPS II base contract.
The current Blackwater WPPS II training curriculum has been vetted through DSHTPOPs and
through the compilation of the following project control techniques; trainees' input, instructor
evaluations, course erifiques and feedback from WPPS II personnel. Suggested changes in
training tactics, techniques and procedures will be formally documented using a training
improvement report _hieh will be submitted and approved at the appropriate level to include
DSHTPOPS. The Blaekwater WPPS II Programs training cadre will further our efforts to
consistently evaluate, vet, and improve our training by conducting quarterly Tactics, Techniques
and Procedures (TTP) Panel meetings. This Panel of PSD Subject Matter Experts will be
directed to review reports from the field and solicit input from DoS in order to ensure that the
training taking place at BW is current with field operations and compliant with DoS directives.
There are two categories for recommended improvements the first being a priority request when
a failure to change may result in significant equipment damage or loss of life. These requests
will be sent via a semiannual/annual performance report.

Blaekwater will continue to hold the Blackwater WPPS II program instructor cadre to
performance _ndards exceeding those required of the WPPS II candidates and a level of
professionalisin that serves as an example to all. To this end Blackwater recently implemented a
quarterly safety stand-down policy in order to review all WPPS II training curriculum and range

(- procedures for unidentified or un-mitigated risks. During this time all Blackwater WPPS II
instructors will meet with the designated lead instructors for each curriculum segment and
review all safety briefs and standards that are applicable. A Quarterly Safety Report (QSR) will

then be drained and sent to the Black-water Local Program Manager _or further B6
dissemination. This system has successfully provided all WPPS II instructors and candidates
with an accident free working environment.

5.0 Maintenance Plan

Blackwater has conducted a maintenance analysis reviewing all facilities, equipment, supplies
and materials required for the Task Order. Based on the analysis and Task Order requirements
Blackwater has identified the following maintenance plan and support structure.

Proposed Blackwater in-country management and ALSS personnel have sufficient knowledge of
the Contractor Furnished Equipment (CFE) to provide first-tier problem diagnosis and
resolution. Problems exceeding first-tier will be referred to the LPMO and Regional
Coordinators (RC) for routing of trouble calls, expediting emergency or standard replacement

shipment, or assigning regional maintenance expertise.

Government Furnished Property (GFP) maintenance responsibility, as assigned to Blackwater

personnel, will be turned over to the government when it exceeds the authorized level of
maintenance for Blackwater support personnel.

( Specific to TO 2006-0006, second-tier maintenance of all Government Furnished Weapons will
_- be performed by the two (2) Department of State Certified and Approved Armorer's at the.
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